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Topics

● What do you mean, “AI”? … Themes and Perceptions

● AI Secure Usage

● AI in Cybersecurity
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What do you mean, “AI”?
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2 Years of GenAI
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Emerging Themes, Legislation

https://www.aisafetysummit.gov.uk/
https://www.gov.uk/government/publications/ai-safety-summit-2023-the-bletchley-declaration/the-bletchley-declaration-by-countries-attending-the-ai-safety-summit-1-2-
november-2023

The Bletchley Declaration (01/11/23) - An overarching commitment to the design, development, 
deployment and use of AI in a manner that is safe, human-centric, trustworthy and responsible.

AI Factions: Accelerationists vs Altruists

US Executive Order (30/10/23) - Safe, Secure, and Trustworthy Development and Use of AI

EU AI Act (01/08/2024) Establish a consumer protection-driven approach through a risk-based 
classification of AI technologies as well as regulating AI more broadly.

SB-1047 (28/08/2024) Safe & Secure Innovation for Frontier Artificial Intelligence Models Act

U.S. AI Safety Institute/NIST (29/08/24) Agreements enabling formal collaboration on AI safety 
research, testing and evaluation with Anthropic and OpenAI.
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Adoption and Integration
Resources - education and 
talent

The limits of LLMs -
Hallucinations?

Transformer Architecture? 
(Mamba, Megalodon)

Security and Integrity of data 
in public systems

Legal and copyright

Many organizations lack the 
data practices necessary to 
input data into AI 
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Near Term - Disinformation, bias, fairness, IP and privacy, accelerated cyber 
threat

@TetraspaceWest
https://www.lesswrong.com/

https://www.theintrinsicperspective.com/p/the-banality-of-chatgpt

Demis Hassabis, CEO, Google DeepMind

“I would advocate not moving fast and breaking things”

AI Proliferation - Bad actors repurposing general purpose technology 

AGI - Artificial General Intelligence



© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Threats TO AI - Adversarial Attacks

https://arxiv.org/pdf/2310.13828.pdf
https://arxiv.org/abs/2310.13828
https://atlas.mitre.org/
https://github.com/mitre/advmlthreatmatrix
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Threats TO AI - Adversarial Attacks … And Human Error

https://arxiv.org/pdf/2310.13828.pdf
https://arxiv.org/abs/2310.13828
https://atlas.mitre.org/
https://github.com/mitre/advmlthreatmatrix
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AI and Cybersecurity
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Cyber-Enabled vs Cyber-Dependent Crime

Cyber-enabled crimes

Traditional crimes which can be increased in scale or reach by the use of computers, computer networks 

or other forms of ICT (such as cyber-enabled fraud and data theft).

Cyber-dependent crimes

Crimes that can be committed only through the use of Information and Communications Technology 

(‘ICT’) devices, where the devices are both the tool for committing the crime, and the target of the crime 

AI-enabled crimes

Traditional crimes which can be increased in scale or reach by the use of computers, computer networks 

or other forms of ICT (such as AI-enabled fraud and data theft).

AI-dependent crimes

Crimes that can be committed only through the use of Artificial Intelligence Technology, where the AI is 

the tool for committing the crime, and ICT devices are the targets of the crime 

Accelerated Attacks Scaled Attacks New Vectors

https://www.cps.gov.uk/legal-guidance/cybercrime-prosecution-guidance
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It’s All About Data

Data Gravity: Dave McCrory, 2010

More Data -> Smarter & Better Decisions

More Data -> More Complicated Decisions

https://datagravitas.com/2010/12/07/data-gravity-in-the-clouds/
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● Requires real world threat data to be effective
● Data requires significant curation by data scientists
● Threat features must be identified by humans
● Most effective with a small set of threat features

● A subset of machine learning
●   Requires tremendous volumes of real world threat data to be 

effective
● Data does not require significant curation by data scientists
● Threat features are not identified by humans
● Very effective with large sets of unstructured data

Machine Learning

Deep Learning

Signatures -> ML -> DL
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AI in Cybersecurity - Not all AI is created equal 

ANI - Artificial Narrow Intelligence

ASI - Artificial Super Intelligence

AGI - Artificial General Intelligence

ASI - Artificial Super Intelligence

AGI - Artificial General Intelligence

● Precision AI
○ Network

○ Endpoint

○ Identity

○ Cloud

○ Attack Surface

● AI Copilots 
○ Navigation and Feedback

○ Risk Prioritisation

○ Best Practice Guidance

○ “How-to” answers

○ Case Creation + Resolution

● Evolving AI 
○ Autonomous Agents

○ Large Action Models

○ Objective Driven AI

○ Alternative Architectures

○ Retrieval Augmented 

Generation (RAG)
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AI in Cybersecurity - Not all AI is created equal 

ANI - Artificial Narrow Intelligence

ASI - Artificial Super Intelligence

AGI - Artificial General Intelligence

● Precision AI
○ Network

○ Endpoint

○ Identity

○ Cloud

○ Attack Surface

● AI Copilots 
○ Navigation and Feedback

○ Risk Prioritisation

○ Best Practice Guidance

○ “How-to” answers

○ Case Creation + Resolution

● Evolving AI 
○ Autonomous Agents

○ Large Action Models

○ Objective Driven AI

○ Alternative Architectures

○ Human Copilot?



© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

GOVERN -> IDENTIFY -> PROTECT -> DETECT -> RESPOND -> RECOVER

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf, https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.ipd.pdf

NETWORK

ENDPOINT

IDENTITY

CLOUD

ATTACK 
SURFACE
REGULATED 
DATA

ANALYTICS AND AUTOMATION

ML/DL/LLM PRECISION AI

AI-ENABLED 
THREATS

AI-DEPENDENT 
THREATS

BUSINESS 
THREATS

REGULATORY 
RESPONSIBILITIES

AI-TARGETED
THREATS

Data + AI for Better CyberSecurity Outcomes
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Operational Resilience, Policy & AI
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Top CISO Challenge 

Improve Business 
Intelligence 

Operational 
Resilience 

Process 
Automation

Enhance Online 
Presence 

Data Analytics

Innovate with
Emerging Technology

Hybrid-Work 
Connectivity  

Collaborative 
Workspaces

Data Quality & 
Accessibility 

CIO DIGITAL INITIATIVES  

Governance, Risk 
& Compliance 

Risk 
Statistics

Regulatory / Industry 
Mandate Compliance

Supplier / Partner 
Risk Management

Risk 
MonitoringSecurity 

Operations 

SOARSOARThreat 
Investigation

Threat Intelligence 
Management

Threat Intelligence 
Management

Malware 
Analysis
Malware 
Analysis

Session Replay / 
Packet Capture
Session Replay / 
Packet Capture

User Behavioural 
Analysis

User Behavioural 
Analysis

Event 
Ticketing

Event 
Ticketing

Log Correlation 
& Analysis

Log Correlation 
& Analysis

Digital 
Forensics

Digital 
Forensics

Security 
Monitoring

Security 
Operations 

Identity & Access 
Management

Identity & Access 
Management

Identity & Access 
Management Identity 

Management
Identity 

Management

Privileged Access 
Management

Privileged Access 
Management

Multi-Factor 
Authentication
Multi-Factor 

Authentication

Single 
Sign-On
Single 

Sign-On

Identity 
Management

Identity 
Management

Privileged Access 
Management

Privileged Access 
Management

Multi-Factor 
Authentication
Multi-Factor 

Authentication

Single 
Sign-On
Single 

Sign-On

Privileged Access 
Management

Privileged Access 
Management

Single 
Sign-On
Single 

Sign-On
Identity 

Management
Identity 

Management
Multi-Factor 

Authentication
Multi-Factor 

Authentication

Network 
Security

Network 
Security

Network 
Analytics
Network 
Analytics

Intrusion 
Prevention
Intrusion 

Prevention

Next Gen 
Firewalls
Next Gen 
Firewalls

Encrypted Traffic 
Management

Encrypted Traffic 
Management

Malware 
Analysis
Malware 
Analysis

DNS 
Security

DNS 
Security

Email 
Security

Email 
Security

Secure Web 
Gateway

Secure Web 
Gateway

Security 
Services

Security 
Services

Phishing 
Readiness

Incident Response 
Services

Managed 
Threat Hunting

Managed 
Threat Hunting

Attack Surface 
Management

Threat 
Research

Threat 
Research

Data 
Security

Data 
Security

Data 
Security

Cloud Access 
Security Broker 
Cloud Access 

Security Broker 
Data 

Classification
Data 

Classification
Endpoint 

Encryption
Endpoint 

Encryption
Data Loss 
Prevention
Data Loss 
Prevention

Cloud Access 
Security Broker 
Cloud Access 

Security Broker 
Data 

Classification
Data 

Classification
Endpoint 

Encryption
Endpoint 

Encryption
Data Loss 
Prevention
Data Loss 
Prevention

Cloud Access 
Security Broker 
Cloud Access 

Security Broker 
Data 

Classification
Data 

Classification
Endpoint 

Encryption
Endpoint 

Encryption
Data Loss 
Prevention
Data Loss 
Prevention

Application
Security

Application
Security

Application
Security

Application
Security

Static Code 
Analysis

Static Code 
Analysis

Container 
Security

Container 
Security

Dynamic Application 
Scanning

Dynamic Application 
Scanning

Standards & Vulnerability 
Management 

Data 
Classification

Data 
Classification

Web Application 
Firewall

Web Application 
Firewall

Container 
Security

Container 
Security

Dynamic Application 
Scanning

Dynamic Application 
Scanning

Static Code 
Analysis

Static Code 
Analysis

Web Application 
Firewall

Web Application 
Firewall

Static Code 
Analysis

Static Code 
Analysis

Container 
Security

Container 
Security

Dynamic Application 
Scanning

Dynamic Application 
Scanning

Content 
Inspection
Content 

Inspection

Endpoint 
Security

Endpoint 
Security

Endpoint 
Security

Endpoint 
Security

Endpoint 
Security

Local 
Sandboxing

Local 
Sandboxing

Mobile Threat 
Protection

Mobile Threat 
Protection

System 
Hardening

System 
Hardening

Endpoint 
Encryption
Endpoint 

Encryption
Endpoint Device 

Management

Endpoint 
Protection
Endpoint 

Protection

Endpoint 
Protection
Endpoint 

Protection

Endpoint 
Protection
Endpoint 

Protection
Endpoint 

Encryption
Endpoint 

Encryption
Endpoint Device 

Management

Local 
Sandboxing

Local 
Sandboxing

Mobile Threat 
Protection

Mobile Threat 
Protection

System HardeningSystem HardeningEndpoint 
Protection
Endpoint 

Protection

Content & 
Collaboration

Browser 
Isolation
Browser 
Isolation

Email Protection & 
Response

Content 
Filtering
Content 
Filtering

Encryption 
in Transit

Encryption 
in Transit

Cloud 
Security

Cloud 
Security

Cloud 
Security

Serverless 
Computing
Serverless 
Computing

Cloud System Hardening 
& Workload Protection

Cloud System Hardening 
& Workload Protection

DLP for 
Cloud

DLP for 
Cloud

Endpoint Protection 
for Servers

Endpoint Protection 
for Servers

Malware Scanning 
for Storage

Malware Scanning 
for Storage

System Hardening & 
Intrusion Detection

System Hardening & 
Intrusion Detection

Container 
Security

Container 
Security

Cloud Access 
Security Broker 
Cloud Access 

Security Broker 

Static Code 
Analysis

Static Code 
Analysis

Container 
Security

Container 
Security

Dynamic Application 
Scanning

Dynamic Application 
Scanning

Cloud 
Security

Serverless 
Computing
Serverless 
Computing

System Hardening & 
Intrusion Detection

System Hardening & 
Intrusion Detection

Container 
Security

Container 
Security

Serverless 
Computing
Serverless 
Computing

System Hardening & 
Intrusion Detection

System Hardening & 
Intrusion Detection

Container 
Security

Container 
Security

Cloud System Hardening 
& Workload Protection

Cloud System Hardening 
& Workload Protection

Data Loss 
Prevention for Cloud

Data Loss 
Prevention for Cloud

Malware Scanning 
for Storage

Malware Scanning 
for Storage

Container 
Security

Container 
Security

CISO CYBERSECURITY PROJECTS CYBERSECURITY TOOLS

The typical industry approach requires 
10+ point products per digital initiative
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Complexity

Requirements

Ambitions

Cybercrime Simplicity
&

Efficiency

Time to Act

Resources

Risk
&

Cost

The Need for Cyber Resilience 
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Cyber Resilience Framework

Technology

Process

Policy

Organisation

Strategy

Level 4
● Proactive controls
● Enhanced management
● Highly integrated

Level 3
● Basic controls
● Baseline management
● Some integration

Level 2
● Partially implemented
● Partially managed
● No integration

Level 1
● Not implemented
● Not managed
● No integration

Culture

Compliance / 
Regulations

Advanced Threat 
Protection

Threat 
Visibility 

People

Vulnerability 
Management

Protective 
Monitoring

Endpoint 
Response

Cyber Risk 
Management

Asset 
Management

Assurance

Security Incident 
Management

Application
Development

Access 
Management

Data
Protection

Partner 
Access

Network 
Segmentation

Governance & 
Structure

Strategy
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Our Internal Approach to 
Deploying AI at Palo Alto Networks

Developing an 
AI Policy

Protecting New HW 
and Cloud Scale 

for AI

Determining
AI Exposure 

Visibility

Identifying and 
Controlling Access 

for AI

Protecting 
Data Assets

Protecting 
Models

Protecting AI 
Applications

Securing the AI 
Supply Chain

Operational 
Efficiency
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Secure AI: Policy & Standards

Governance
Privacy
Legal

CyberSecurity

TEAMS

Secret
Restricted

Confidential
Public

DATA 
CLASSIFICATION General Users

Super Users
Personas

USERS
Foundational Training

Broad Education

EDUCATION

POLICY/STANDARD
Who/What/When/Where/Why/How?

(Kipling Method)

GOVERNANCE3RD PARTY RISK 
MANAGEMENT

MODEL SELECTION

MONITOR/REPORT/REVIEW
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Repeat & Optimize

Implement SOC monitoring
Automate incident remediation 

1 2

3

45

Establish visibility into AI activity
Leverage endpoint data, network data and cloud data

Refine Infosec policy
Establish appropriate usage of 

sanctioned tools/vendors 

Reduce the exposure
Select a subset of 3rd party 

LLM SaaS/PaaS providers and 
bind them with commercial 
agreements to ensure your 

data/IP isn’t stored or utilized

Establish controls
Limit and monitor usage to sanctioned 

tools/vendors

Secure AI: Visibility and Controls 
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Thank You


