Al & The Cyber Security Frontier

Peter Bury




Topics

e What do you mean, “Al’? ... Themes and Perceptions
e Al Secure Usage

e Alin Cybersecurity

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloall:O'
NETWORKS




What do you mean, “Al”’?
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Palo Alto Networks
®
We're proud to announce that Palo Alto Networks is among the first 100

companies to sign the EU Artificial Intelligence (Al) Pact!

This initiative moves us closer to shaping Al legislation, driving responsible Al
adoption, and safeguarding our digital future.

We're committed to:

» Al governance: Fostering innovation and preparing for the Al Act.

» High-risk Al mapping: Ensuring responsible use of Al

» Promoting Al literacy: Raising awareness and ethical Al development.

At Palo Alto Networks, we're building a safer, more secure tomorrow.




Emerging Themes, Legislation

Al Factions: Accelerationists vs Altruists

US Executive Order (30/10/23) - Safe, Secure, and Trustworthy Development and Use of Al

The Bletchley Declaration (01/11/23) - An overarching commitment to the design, development,
deployment and use of Al in a manner that is safe, human-centric, trustworthy and responsible.

EU Al Act (01/08/2024) Establish-a consumer protection-driven approach through a risk-based
classification of Al technologies as well as regulating Al more broadly.

SB-1047 (28/08/2024) Safe & Secure Innovation for Frontier Artificial Intelligence Models Act

U.S. Al Safety Institute/NIST (29/08/24) Agreements enabling formal collaboration on Al safety
research, testing and evaluation with Anthropic and OpenAl.
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Adoption and Integration

Decision Intelligence
AITRISM

Operational Al Systems
Composite Al
Data-Centric Al

Al Engineering

Al Simulation
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Causal Al
Neuro-Symbolic Al

Multiagent Systems

First-Principles Al
Autonomic Systems

Smart Robots
Responsible Al +

Neuromorphic Computing +
Prompt Engineering T

Antificial General Intelligence /X

Generative Al

@ Foun.dm

Models

Synthetic Data

ModelOps

Computer

Vision /’—

Cloud Al Data Labeling
SerCQS/ and Annotation

\ Intelligent Applications
‘/«.'@mus Vehicles

Al Maker and Teaching Kits

Knowledge Graphs

Innovation
Trigger

Plateau will be reached: <2yrs.

Peak of Inflated
Expectations

2-5yrs. @ 5-10yrs.

Trough of Slope of Plateau of
Disillusionment Enlightenment Productivity

TIME

>10yrs. @ Obsolete before plateau
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Resources - education and
talent

The limits of LLMs -
Hallucinations?

Transformer Architecture?
(Mamba, Megalodon)

Security and Integrity of data
in public systems

Legal and copyright

Many organizations lack the
data practices necessary to
input data into Al




Demis Hassabis, CEO, Google DeepMind

“l would advocate not moving fast and breaking things”

Near Term - Disinformation, bias, fairness, IP and privacy, accelerated cyber

threat
Al Proliferation - Bad actors repurposing general purpose technology

AGI - Artificial General Intelligence

@TetraspaceWest
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Threats TO Al - Adversarial Attacks

ATLAS

The ATLAS Matrix below shows the general progression of attack tactics as column headers from left to right, with attack techniques organized below each tactic. * indicates a tactic or technique directly adapted from from ATT&CK. Click on the blue

links to learn more about each item, or search and view more details about ATLAS tactics and techniques using the links in the top navigation bar.

Reconnaissance * Resource Initial ! ML Model Execution * Persistence * Privilege . DE'f‘?”SEV C"Ede"“f’" Discovery & Collection & MSL Attack Exfiltration * Impact *
Development * Access & Access Escalation * Evasion * Access & taging

5 techniques 7 techniques 6 techniques 4 techniques 3 techniques 3 techniques 3 techniques 3 techniques 1 technique 4 techniques 3 techniques 4 techniques 4 techniques 6 techniques
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Threats TO Al - Adversarial Attacks ... And Human Error
The A Register’

Exposed Hugging Face API tokens offered full
access to Meta's Llama 2

With more than 1,500 tokens exposed, research highlights importance of securing supply
Reconnaissance * Resource chains in Al and ML ASLt:gli‘r?ng Exfiltration & Impact &

Development *
5 techniques 7 techniques techniques 4 techniques 6 techniques

The ATLAS Matrix below shows the general [

links to learn more about each item, or searc

M A Connor Jones Mon 4 Dec 2023 14:00 UTC

p The API tokens of tech giants Meta, Microsoft, Google, VMware, and more have been

o found exposed on Hugging Face, opening them up to potential supply chain attacks.

Researchers at Lasso Security found more than 1,500 exposed API tokens on the open
- source data science and machine learning platform — which allowed them to gain access

n_to 723 nrgani7arinnq' accounts

In the vast majority of cases (655), the exposed tokens had write permissions granting
the ability to modify files in account repositories. A total of 77 organizations were exposed
in this way, including Meta, EleutherAl, and BigScience Workshop - which run the Llama,
Pythia, and Bloom projects respectively.

The three companies were contacted by The Register for comment but Meta and
BigScience Workshop did not not respond at the time of publication, although all of them
closed the holes shortly after being notified.
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Al and Cybersecurity
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Cyber-Enabled vs Cyber-Dependent Crime

Cybankleabbrihmrémes
Traditional crimes which can be increased in scale or reach by the use of computers, computer networks
or other forms of ICT (such as cyksaratad ied fdandadatd dteth)eft).

Cydepdrgentieritmémes
Crimes that can be committed only through the use of laformation-ang: Comhechicakigys Weehadihegy | is
{HE Toptevicesnmiitbng tihe deivies ssack |00t évicks bfer tbentangtitggdhtherorimeand the target of the crime
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Accelerated Attacks Scaled Attacks New Vectors
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It’s All About Data

Data Gravity: Dave McCrory, 2010
More Data -> Smarter & Better Decisions

More Data -> More Complicated Decisions
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Signatures -> ML -> DL

Machine Learning

e Requires real world threat data to be effective
L e Data requires significant curation by data scientists
o e Threat features must be identified by humans
‘7 [ ]

Most effective with a small set of threat features

e A subset of machine learning Deep Learning

e Requires tremendous volumes of real world threat data to be

effective o)
e Data does not require significant curation by data scientists -
e Threat features are not identified by humans M

e Very effective with large sets of unstructured data
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Al in Cybersecurity - Not all Al is created equal

«;ZE ANI - Artificial Narrow Intelligence

N o Network o

o Endpoint o
{ ASI - ARtitRSBISuper Intelligence  °©
o Cloud o

o Attack Surface o
é AGI - Artificial General Intelligence
g ASI - Artificial Super Intelligence
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é AGI® ,Er'fﬁf?:i%ilc@e‘ﬁ!eral Intelligenc® Al Copilots

Navigation and Feedback
Risk Prioritisation

Best Practice Guidance
“How-to” answers

Case Creation + Resolution

e Evolving Al

o Autonomous Agents

@)

Large Action Models

@)

Objective Driven Al

Alternative Architectures

(@)

@)

Retrieval Augmented
Generation (RAG)




Al in Cybersecurity - Not all Al is created equal

v ANI - Artificial Narrow Intelligence

é} e Precision Al e Al Copilots

J o Network o Navigation and Feedback

o Endpoint o Risk Prioritisation

g\ o Identity o Best Practice Guidance

\) o Cloud o “How-to” answers

o Attack Surface o Case Creation + Resolution

({OE- AGI - Artificial General Intelligence

g ASI - Artificial Super Intelligence
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e Evolving Al
o Autonomous Agents
o Large Action Models
o Objective Driven Al
o Alternative Architectures

o Human Copilot?




Data + Al for Better CyberSecurity Outcomes

ML/DL/LLM PRECISION Al

NETWORK

ENDPOINT

IDENTITY

Al-DEPENDENT
THREATS

Al-ENABLED
THREATS
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Al-TARGETED
THREATS

BUSINESS
THREATS

CLOUD

ATTACK
SURFACE
REGULATED
DATA

D@ﬂ
REGULATORY
RESPONSIBILITIES




Operational Resilience, Policy & Al
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The typical industry approach requires
10+ point products per digital initiative



The Need for Cyber Resilience

Complexity
Requirements
Ambitions |
Cybercrime Simplicity
&
Efficiency Risk
&
Cost
Time to Act

Resources
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Cyber Resilience Framework

Level 4

e Proactive controls
Strategy Strategy e Enhanced management
e Highly integrated

. . Governance &
Organisation Culture Level 3

Structure

e Basic controls

e Baseline management
e Some integration
Policy Compliance /

Regulations Assurance

Level 2

Process Access Application Security Incident Protective Asset Cyber Risk e Partially implemented

Management Development Management Monitoring Management Management o PartiallygeiEEe
e No integration

Technology Data Advanced Threat Network Vulnerability Endpoint Partner Threat
Protection Protection Segmentation Management Response Access Visibility Level 1
o Not implemented

e Not managed
e No integration
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Operational
Efficiency

Our Internal Approach to
Deploying Al at Palo Alto Networks

o
L B8
0 — O ooo -
Developing an Determining Protecting Protecting Al
Al Policy Al Exposure Data Assets Applications
Visibility

ﬂﬂ ()

Securing the Al
Supply Chain

Protecting

Identifying and
Models

Controlling Access
{e] g\

Protecting New HW
and Cloud Scale
for Al
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Secure Al: Policy & Standards

TEAMS
Governance
Privacy
Legal
CyberSecurity
DATA USERS EDUCATION
CLASSIFISATION General Users Foundational Training
Restricted Super Users Broad Education
Confidential Personas

Public l

3RD PARTY RISKM POLICY/STANDARD ~ GOVERNANCE

MANAGEMENT Who/What/When/Where/Why/How?
(Kipling Method)

4

MODEL SELECTION

!

MONITOR/REPORT/REVIEW
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Secure Al: Visibility and Controls

Establish visibility into Al activity e InfosEeipOlicy
Leverage endpoint data, network data and cloud data Establish appropriate usage of

sanctioned tools/vendors

Reduce the exposure
Select a subset of 3rd party
LLM SaaS/PaaS providers and
bind them with commercial
agreements to ensure your
data/IP isn’t stored or utilized

Repeat & Optimize

Implement SOC monitoring Establish controls
Automate incident remediation Limit and monitor usage to sanctioned
tools/vendors
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Thank You

CYBERSECURITY
FOR THE Al ERA
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