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Mastering the SOC Automation Journey: 
'Holy Grail' or Essential for Success in Cybersecurity Operations?

In the ever-evolving landscape of cybersecurity, organizations grapple with mounting threats, overwhelming volume of alerts 
and incidents and resource constraints. The concept of “SOC Automation” can be considered as a critical solution. 

This talk will energize security teams to assess their opportunities for automating their SOC operations and streamline incident 
response, mitigate alert fatigue, and maximize protection. 

Join us as we explore whether SOC automation is the elusive "Holy Grail" or an indispensable path to cybersecurity success.
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Chief Information Security Officer, Threat Information enthusiast (CH) 
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Shipra Verma
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What is our goal for today?
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• Take you along our Threat 

Intelligence (TI) and Incident 

Response (IR) integration and 

automation journey

• Trigger your curiosity and help 

you start on a similar journey.

• NOT, to give you a manual on 

how to do this. It is your own 

journey!



What is Threat Information?

Threat Information is a critical component of modern cybersecurity, providing valuable insights to stay ahead of cyber 

threats and protect digital assets.

❖ It should cover the following aspects about the threat: 

– TTP’s and IOC’s   -> How does the Adversary Operate? 
– Attribution   -> Who are they? 
– Attacker profiles   -> What are their capabilities and what is their intent? 
– Attacker Information Position  -> What do they  know about a target, about us?

❖ It needs to be Contextual (Relevant),  Timely and Actionable

❖ It should be Gathered, disseminated and applied throughout all the phases of the incident lifecycle

Protect →Detect →Respond (Triage, Contain, Investigate and Remediate) → Recover

– TTP’s and IOC’s  → Protect and Detect
– Artefacts reputation → Respond, by Enriching for Triage and Contain
– Attribution  → Investigate and Remediate
– Intent and Capabilities → Recover, Hunting and Improve Security Posture

❖When done correctly it supports an approach of Threat Informed Defense
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“Threat intelligence is evidence-

based knowledge (e.g., context, 

mechanisms, indicators, 

implications and action-oriented 

advice) about existing or 

emerging menaces or hazards to 

assets.”

– Gartner



Threat Information Use Cases

Threat Information is commonly utilized in medium-sized companies for enhancing cybersecurity 

measures. 

Some of the more common uses are:

• Threat Hunting: identifying previously unknown or ongoing non-remediated threats within an 

organization. 

• Incident Prevention: Identifying potential security threats and weaknesses to prevent breaches.

• TTP Analysis: Understanding attackers’ tactics, techniques, and procedures.

• Security Enhancement: Informing decision-making for better threat response.

• Risk Management: Analyzing current and potential attacks to safeguard digital assets.

These practices help companies proactively manage cyber risks and improve their overall security 

posture, but they have little to none impact on the Security Operations Center’s effectiveness in 

recognizing, containing and remediating dynamic threats, as break out times get lower and lower.
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Do what everybody else does?

Don’t be a CTI Security sheep!

Wolves thrive in crowds.



The Holy Grail of Incident Detection and Response

Automated Threat Information Ingestion:

– Gather data from various, relevant 
sources.

– Analyze TI Artifacts in real time.

– Prioritize threats. 

Integrated with Security Operations:

– Centralize and operationalize threat 
Information.

– Map to Weaknesses in the 
environment.

– Create attack patterns and map to 
possible attack paths.
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The average breakout time has 

decreased significantly. 

In 2023, adversaries took only 62 

minutes to move from an initially 

compromised host to another 

within an organization.

The fastest recorded breakout 

time was an astonishingly swift 2 

minutes and 7 seconds. 

(According to the 2024 CrowdStrike Global Threat Report)

A (close to) ideal state of Threat Information Integration and Automation for a modern 

SOC would involves several key components:

Automated Detection and Response:

– Detect (and respond to) threats in real time.

– Prioritize speed over accuracy

– Map to alerts & incidents in correlation to 
‘MITRE ATTACK’

– Triage, Enrich, Contain and Recover 
automatically.

Across Incident Lifecycle:

– Prevent (Noise reduction)

– Detect (Security Operational Awareness)

– Respond (Contain over Recover)

– Learn (Adapt and Overcome)



The Need for Automation

Breakout time in cybersecurity refers to the time it takes for an intruder to move laterally from their initial point of 

compromise (often referred to as the “beachhead”) to other systems within a network. 

It’s a critical metric because it dictates how much time an organization has to detect and contain/eject the intruder 

before an incident turns into a full-blown breach.
(John Boyd’s OODA loop. You need to get inside the adversary’s loop) 

We believe we are inside most adversaries ‘OODA Loop’:
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Some concepts we apply:

• One alert is no alert.

• No response to 

Informational alerts

• Auto close non-

actionable incidents, 

based on TI enrichment.

Image redacted from public presentation



Implementing Automation in a (our) SOC

Threat Information:

• Real time TI based enrichment is embedded in every incident triage operation. The reputation of the artifacts reported in a given incident directs 

the strength and the impact of the countermeasures deployed through an end-to-end integration with the underlying XDR technology. Threat 

Intel feeds are stored and collected continuously from paid and free sources; they are consequently matched with endpoints and user generated 

logs to trigger ad-hoc detections.

• Developing new detection as code, based on Threat Intelligence, as part of ‘Purple teaming’

XDR Integration:

• Automation rules and playbooks are critical components of the incident response (IR) workflow. Device and user-based IR actions are 

automatically deployed from a central location (SOAR) based on multiple prompt signals gathered during the triage phase, including: artifacts 

reputation, behavioral.

• analysis, device risk score, anomalies.

Remediation:

• Whenever applicable, user and device based self-remediating actions trigger upon incident closure. Self-remediating actions can include: device 

de-isolation, unblock users. 

Attack Simulation:

• Execution of semi-automated attack simulation campaigns against production-like endpoints. The results of the campaigns are used to 

strengthen the detection capabilities, cover TTPs gaps, and improve IR automated actions and the overall workflow.

Health Checks and reporting:

• Daily health checks are sent through the main alerting mechanisms (eg: Slack, Teams) to provide the security team useful updates on threat intel 

news, incidents, critical IR actions, daily overview of the highlights of the previous 24 hours (incidents, IR actions, vulnerabilities, recently 

impacted users / devices).
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Everything is ‘as code’ today. 

The Security Operations Center is 

no exception.

• Detection as Code

• Response as Code



Conclusion
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Threat-Informed Defense 

requires applying a deep 

understanding of adversary 

tradecraft and technology to 

protect against, detect and 

mitigate cyber attacks.  

It’s a community-based 

approach to a worldwide 

challenge.

Threat Information is a critical component of modern cybersecurity, providing 
valuable insights to stay ahead of cyber threats and protect digital assets.

Defending at the  “Speed of Threat” is very different from 
Defending at the  “Speed of Vulnerability” 

Effective application of Threat Information throughout the SOC organization is key

Use Threat Information to move faster and more effective.

Speed of Response & Respond-to-contain vs Analysis Paralysis



This document has been prepared by AMINA Bank AG (“AMINA”), a Swiss bank and securities dealer with office and legal domicile at Kolinplatz 15, 6300 Zug, Switzerland, authorized and regulated by the Swiss Financial Market Supervisory Authority (FINMA). AMINA is not licensed as a bank in any other jurisdiction. AMINA Bank ADGM Branch (“AMINA ADGM”), the Abu 
Dhabi Global Market branch representative of AMINA, is regulated by the Financial Service Regulatory Authority of ADGM. AMINA (Hong Kong) Limited (“AMINA HK”), a AMINA Bank subsidiary in Hong Kong, is licensed by the Securities and Futures Commission (SFC).

This document is presented solely for information purposes; it is not an advertisement nor is it a solicitation or an offer to buy or sell any financial investment or to participate in any particular investment strategy. Any assumptions, provisions, projections, revenue estimation, or any projected costs, financials or prices, or in general any quantified element stated in this 
presentation are for information purposes only and do not represent future valuations of AMINA, its subsidiaries or branch. 

No representation or warranty, either express or implied, is provided in relation to the accuracy, completeness or reliability of the information contained in this document, except with respect to information concerning AMINA, its subsidiaries or branch. The information is not intended to be a complete statement or summary of the financial investments, markets or 
developments referred to in the document. There is no undertaking to actively update or keep the information current. Any statements contained in this document attributed to a third party represent AMINA's (including its subsidiaries or branch) interpretation of the data, information and/or opinions provided by that third party either publicly or through a subscription 
service, and such use and interpretation have not been reviewed by the third party.  

AMINA, its subsidiaries or branch do not provide legal or tax advice and makes no representations as to the tax treatment of assets or the investment returns thereon both in general or with reference to specific investor’s circumstances and needs. We are of necessity unable to take into account the particular investment objectives, financial situation and needs of 
individual investors and we would recommend that you take financial and/or tax advice as to the implications (including tax) prior to investing. Neither AMINA, its subsidiaries or branch, nor any of its directors, employees or agents accepts any liability for any loss (including investment loss) or damage arising out of the use of all or any of the Information provided in the 
document.  

This document may not be reproduced or copies circulated without prior authority of AMINA. Unless otherwise agreed in writing AMINA expressly prohibits the distribution and transfer of this document to third parties for any reason. AMINA, its subsidiaries or branch accept no liability whatsoever for any claims or lawsuits from any third parties arising from the use or 
distribution of this document. 

Research will initiate, update and cease coverage solely at the discretion of AMINA, its subsidiaries or branch. The information contained in this document is based on numerous assumptions. Different assumptions could result in materially different results. AMINA, its subsidiaries or branch may use research input provided by analysts employed by its affiliate B&B 
Analytics Private Limited, Mumbai. The analyst(s) responsible for the preparation of this document may interact with trading desk personnel, sales personnel and other parties for the purpose of gathering, applying and interpreting market information.  The compensation of the analyst who prepared this document is determined exclusively by AMINA.
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