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About Me

● Senior Director of Product 
Management

● 2 years at Tenable Cloud Security 
(joined as Ermetic)

● Responsible for Workload 
Protection, Container Security, 
Cloud Identity and Entitlement 
management (CIEM) and Just in 
time permissions (JIT)

● Enjoy roasting coffee, baking 
bread, podcasts and skiing



Agenda

● The challenge of cloud security
● Emerging cross-cloud security threats
● Introducing the Tenable Cloud Security Maturity Model
● Key takeaways



Cloud Spend Trends

Cloud spend continues 
to grow, whilst the 
share of non-cloud 
spend continues to 
decline



Cloud Security Breaches

A staggering 95% of 
respondents 
acknowledged 
experiencing a cloud-
related breach within 
the past 18 months, with 
an average of 3.6 
breaches per 
respondent.

Source : 2024 Cloud Security Outlook. Navigating Barriers and Setting Priorities A global survey of cloud security professionals (Tenable)



Cloud Security Breaches

92% of respondents acknowledged situations in which sensitive data was exposed at 
their organizations. Of those, 58% reported that the incidents resulted in harm.

Source : 2024 Cloud Security Outlook. Navigating Barriers and Setting Priorities A global survey of cloud security professionals (Tenable)



Nearly all survey 
customers (99%) 
confirmed that 
their breaches 
were related to 
identities and 
permissions

Identities and Permissions as contributing factors



Multi-cloud adoption

As multi and hybrid-
cloud adoption 
continues to grow, 
cross-cloud is 
emerging as a new 
attack vector



Workload Identity Cross-Cloud

● A typical use-case is a workload or 
developer endpoint needing access to 
resources in another cloud

● Nothing intrinsically guarantees 
segregation between clouds

● Hardcoding long-lived credentials is a 
bad idea but often unavoidable

● Bad actors can use basic tools such as 
WinPEAS & LinPEAS to find privilege 
escalation paths

● Even best-of-breed techniques, such as 
GCP Workload identity federation, can 
expose risk in case of misconfiguration

More details here



IDP Takeover is emerging as an attack vector

● The Identity provider is emerging as a 
point of weakness

● IDP takeover cloud allow an attacker to 
pivot and laterally move to other services 
and between cloud providers

● Even MFA can be bypassed by a 
sophisticated attacker

● More details here



Introducing the Tenable “Cloud Security Maturity Model”

https://www.tenable.com/whitepapers/cloud-security-maturity-model-vision-path-execution



Levels of Maturity

Opportunistic

● Basic structure
● Some strategy and roadmap

2

Automated and Integrated

● Seamless
● Fully integrated into infrastructure
● Enforcement applied automatically

4

Ad-hoc

● No structure
● Cloud security as an 

afterthought
● Mainly Putting out fires

1

Repeatable

● Easy execution
● Adaptable to changes

3



Scope

Technology and Tools

Visibility Prevention Detection 

Organization

People Process 



Organization

Organization

ProcessPeople

Roles and 
Responsibilities Training Remediation Process

Integration to CI/CD 
Pipeline

Compliance

Access Governance

Incident Response



Technology

Technology

PreventionVisibility

Inventory 
Management Contextualization Identities

Computing

Entitlements

Network 
Access

Data

Detection

Log 
Collection

Log 
Analysis



Key Attributes



Example - Remediation



Example - Permissions Management



Implementation

Execute Qualify

Plan

Implementation 
Cycle



What this is not !!

A Silver Bullet A step-by-step guide A vendor 
recommendation



Takeaways

● Understand your cloud 
security risks

● Seek a cloud security tool 
which provides full visibility, 
prevention and detection, 
ideally with a strong identity 
focus

● Consider implementing a 
structured program to 
improve your cloud security 
maturity level




