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Growing Threats of Cybercrime
in the Alps
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Ransomware

Initial Access Brokers / Merchants
Malware Campaigns

Hacktivism

ICOD: Statistical data only shows information between April 2023 - April
2024.

p
© 2024 Intel 471



2023-2024 RaaS Incidents

DACH region represents 21% of all
RaaS incidents in Europe

179 RaaS incidents in previous YTD,
representing a 49% increase in
23/24.

LockBit 3.0, Black Basta and Play
RaaS Groups most impactful to
region.

LockBit activity likely to dissipate
with recent LE activity even after
LBS vowed to continue.
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Number of Victims

DACH Ransomware Statistics

Victim Count Ransomware Variants Industries Impacted

265 37 41

Impacted Sectors Impacted Industries

Manufacturing EEDD Industrial products and services
Consumer and industrial products Engineering and construction
Professional services and consulting I T Retail, wholesale and distribution
Real estate ,";.{. Automotive

7 Technology, media and telecommunications Information technology (IT) or technology consulting
¥ Energy, resources and agriculture 20 Chemicals and specialty materials

Public > Agriculture and food and beverage production

m Life sciences and health care l B Education
Financial services Technology
LEED Nonprofit LRES Others

Top Ransomware Variants Top Impacted Countries

Country Victims Victims %

Germany 187 —— 68%

Switzerland 58 = 21.09%
;\‘9 Austria 30 [=] 10.91%
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Victim Count

318

Brokers

Industries Impacted

51 36

Type of Access Offered
Not Listed

ORED Vulnerability Exploit

Top Impacted Countries

Fortinet .
EE Multiple Listed
2.2% Misld
VPN (NFI)
RDWeb
m Citrix Country Victims Victims %
Web shell Germany 237 S 74.53%
Others Switzerland 41 [ ] 12.89%
Austria 40 @ 12.58%
Most Active Actors
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ACTOR PROFILE The actor WorkXXX joined the Exploit forum July 21, 2023, and auctioned
hundreds of compromised access credentials throughout the year. In
September 2023, we released several reports on a newcomer to the XSS
v forum, the actor CoreLab whose contact |nformat|on revealed the same

A BREACH ALERT

Eseed Furtwangen University

TTPs

e Offering to sell co
credentials for cory

* Suggesting the us¢
"at all times”

Medium

ALPHV aka /
In Septembe
compromise(  Ppuyblic secto
Furtwangen.

the ALPHV anda Uigunwc
between the actor and tl
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BREACH ALERT

Johnson Controls International PLC

High
Dark Angels aka Dark Angels Team

Manufacturing sector, Industrial products and services industry
Real estate sector, Engineering and construction industry
Technology, media and telecommunications sector, Technology
industry

https://www.johnsoncontrols.com/

US $25.3 Billion

Europe,
Ireland



TAL77 exploits CVE-2023-35311 to deliver Pikabot Loader

On Feb. 8, 2024, Intel 471 Malware Intelligence
analysts observed the onset of a series of
campaigns designed to distribute a new
version of the Pikabot malware loader, all from
the same spam source.

The latest version, leveraged the Windows
server message block (SMB) protocol.
Therefore it is highly likely the actor exploited
the CVE-2023-35311 Microsoft Outlook security
feature bypass vulnerability patched in July
2023.

Phishing email URL (SMB ) ZIP file Pikabot .EXE file

Changes to C2 communication protocol

The campaign specifically targeted several _ . . B o e
A . . = The adoption of C2 routes that mimic the Slack business messaging application with application programming interface (API) requests, making malicious
European countries, including Germany, Italy, traffc resemble legitimate AP traffic. Examples include:

the Nethel’|ands and SWitzel‘land. “api/admin. inviteRequests.deny”
“api/admin.emoji.addAlias"”
“api/admin.apps.requests.list.”

In the aftermath of the 2023 Qbot disruption,
the actor[s] have been experimenting with
alternative families to determine the most
effective infection vector.
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TA577 links to Black Basta Ransomware

Intel 471 has reported extensively on the
connection between the Black Basta RaaS
groups connection with the actor operating the
TR-distribution botnet.

It is likely the Russian-speaking actor kurva aka
tramp runs the Black Basta RaaS. The actor,
previously leveraged the Conti and REvil
ransomware and possibly operated Qbot aka
Qakbot, QuakBot banking trojan malware. It
also is possible kurva is an alternate persona
of the actor BlackBasta, a public representative
of the Black Basta affiliate program.

Since the identification of the recent Pikabot
campaign, there have been 57 new Black

Basta Victims.

DACH region represents 12% of those victims.

© 2024 Intel 471

A MEDIUM

2 MEDIUM

MEDIUM

MEDIUM

J
Black Basta RaaS

Ero-Etikett GmbH possibly compromised by actor/group Black Basta on Mar 27, 2024
GIR [EXEIR Germany

International Luxury Group (ILG) of Switzerland AG possibly compromised by actor/group Black Basta on Mar 20, 2024
€110 6.2.4.49 RWIFPLLELT]

GFAD Aktiengesellschaft possibly compromised by actor/group Black Basta on Mar 12, 2024

(€] 6.2.4.16 [eClnENN

Elmatic GmbH possibly compromised by actor/group Black Basta on Mar 12, 2024

ellid 6.2.4.16 JetlyEn

Franz Carl Weber possibly compromised by actor/group Black Basta on Feb 29, 2024
ell3y 6.2.4.49 BUIFLLENT]

Das Team AG possibly compromised by actor/group Black Basta on Feb 21, 2024
elld 6.2.4.49 BWIFLHED]

BTL Veranstaltungstechnik GmbH possibly compromised by actor/group Black Basta on Feb 13, 2024

ell3d 6.2.4.16 Jellin=l
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DACH Hacktivism Statistics
P ro - R u s s I a n H a C ktIVI S m Vicai.nll Cgmt Hackti\:[istOGroups |ndustri§ zpacted

Impacted Sectors Impacted Industries

Countries that have provided aid to
Public Transportation

ELEYD Consumer and industrial products Banking and securities

Ukraine, imposed sanctions on Russia or \’ i

EXID Manufacturing o ) Military and defense

We re d e e m ed d etri m e nta | to R u SS i a : Professional services and consulting 275 Aviation

L) Energy, resources and agriculture Aerospace and defense

typically found themselves on the Tochnalogy, madia nd tlecomminicatons QEBD Firarca anc ivestment conltin
receiving end of hacktivism attacks. e
Noname057(16) represented 91% of all

attacks, predominantly in the form of
DDoS attacks leveraging DDoSia.
These attacks are primarily targeted
towards Public Entities.

DE has pledged the most military aid in Couenry. L

0 o — Switzerland 100 [ 24.1%

DACH hence why they are primary OGBS Ranae 2 s78%
2) C

N o P-‘«\ A ) 3 {(\0\,5 S

target e
S M y
get. e CiNTELA71

Top Hacktivist Groups Top Impacted Countries

Number of Victims
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EVENT SOURCE

svent_type": "start_ddos"

DDoSia Project

8 906 members, 800 online

BonoHTtepckuin npoekt NoName

JOIN GROUP

"ipv4": "185.108.181.128"
"host": "gov.md"

*185.108.181.128"
"stisc.gov.md"
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i"': "06618680Tbad5670af38204a332439fb"
ource_id": "21e59c0859a1664364b5be654c5ec111136291107"

ddosia

Global Intemet Solutions, AS207713 Global Intemet Solutions LLC, 45.82.13.0/24
Stockholm, Stockholm County, Sweden

C ® ssugov.ua
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