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Agenda - TLP AMBER+STRICT

− Ransomware
− Initial Access Brokers / Merchants
− Malware Campaigns
− Hacktivism

ICOD: Statistical data only shows information between April 2023 - April 
2024.
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2023-2024 RaaS Incidents

- DACH region represents 21% of all 
RaaS incidents in Europe

- 179 RaaS incidents in previous YTD, 
representing a 49% increase in 
23/24.

- LockBit 3.0, Black Basta and Play
RaaS Groups most impactful to 
region. 

- LockBit activity likely to dissipate 
with recent LE activity even after 
LBS vowed to continue.
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- 57% increase in IAB offers targeting 
Switzerland compared to 2022. 

- Germany remains a major target, 
ranking as the third most targeted 
country after the USA and Brazil in 
2023. Memories of MediaMarkt?

- IAB’s modus operandi primarily focuses 
on mining and harvesting info-stealer 
logs for valuable endpoint credentials 
then monetising them in Cybercriminal 
Forums such as XSS, Exploit or to 
trusted private contacts.

2023-2024 Initial Access Brokers
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- In September 2023, we reported on actor CoreLab offering 486 
compromised access credentials, including the German University 
Furtwangen. 14-days later, the university was listed as a victim on 
the  ALPHV aka BlackCat RaaS Victim Blog. Indicating cooperation 
between the actor and the RaaS program.
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TA577 exploits CVE-2023-35311 to deliver Pikabot Loader
Malware Campaign

- On Feb. 8, 2024, Intel 471 Malware Intelligence 
analysts observed the onset of a series of 
campaigns designed to distribute a new 
version of the Pikabot malware loader, all from 
the same spam source.

- The latest version, leveraged the Windows 
server message block (SMB) protocol. 
Therefore it is highly likely the actor exploited 
the CVE-2023-35311 Microsoft Outlook security 
feature bypass vulnerability patched in July 
2023.

- The campaign specifically targeted several 
European countries, including Germany, Italy, 
the Netherlands and Switzerland.

- In the aftermath of the 2023 Qbot disruption, 
the actor[s] have been experimenting with 
alternative families to determine the most 
effective infection vector.



© 2024 Intel 471
7

TA577 links to Black Basta Ransomware
Malware Campaign

- Intel 471 has reported extensively on the 
connection between the Black Basta RaaS 
groups connection with the actor operating the 
TR-distribution botnet. 

- It is likely the Russian-speaking actor kurva aka 
tramp runs the Black Basta RaaS. The actor, 
previously leveraged the Conti and REvil
ransomware and possibly operated Qbot aka 
Qakbot, QuakBot banking trojan malware. It 
also is possible kurva is an alternate persona 
of the actor BlackBasta, a public representative 
of the Black Basta affiliate program.

- Since the identification of the recent Pikabot
campaign, there have been 57 new Black 
Basta Victims.

- DACH region represents 12% of those victims.

TLP AMBER+STRICT
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- Countries that have provided aid to 
Ukraine, imposed sanctions on Russia or 
were deemed detrimental to Russia 
typically found themselves on the 
receiving end of hacktivism attacks.

- Noname057(16) represented 91% of all 
attacks, predominantly in the form of 
DDoS attacks leveraging DDoSia.

- These attacks are primarily targeted 
towards Public Entities.

- DE has pledged the most military aid in 
DACH hence why they are primary 
target. 

Pro -Russian Hacktivism
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