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1.) The ChatGPT Moment

Security World Before 
ChatGPT

CISO:  AI is a business topic!

Security World After ChatGPT

CISO:  What is the risk of AI?

ChatGPT

November 2022

Regulation for AI

EU Artificial Intelligence Act

Executive Order on Safe, Secure, and 
Trustworthy Artificial Intelligence
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1.) Fundamental Artificial Intelligence Difference

Source: https://datalya.com/blog/machine-learning/machine-learning-vs-traditional-programming-paradigm
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1.) Artificial Intelligence vs. Explainable Artificial Intelligence

AI

XAI

Source: https://arxiv.org/abs/2107.07045



7

1.) XAI What?

XAI
Objective

Informativeness

Confidence

Trustworthy

Transparency XAI
Scope

Engineering
• Cause of failure

• Prediction of failure

Defense
• Threat monitoring
• Combat training

NLP
• Text summarization

• NER and intent 
classification

Medical
• CT scans

• X-Ray scans
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XAI classification with respect to type of data

Source: https://arxiv.org/abs/2107.07045
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XAI classification with respect to taxonomy

Source: https://www.sciencedirect.com/science/article/pii/S277266222300070X
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2.) AI Discrimination – Data Bias

Source: Twitter now X

Source: https://funnyjunk.com

Source: www.freecodecamp.org
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3.) Typical Cyber Threats and Machine Learning involvement

Source: https://arxiv.org/abs/2208.14937
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3.) Applicability Framework for XAI in Cybersecurity

Source: https://arxiv.org/abs/2208.14937
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3.) Deep Fake Scam

Source: https://www.businessinsider.com/deepfake-coworkers-video-call-company-loses-millions-employee-ai-2024-2#:~:text Source: https://digialps.com/deepfakefaceswap-any-video-in-just-one-click-with-this-incredible-tool/
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3.) Deep Fake Detection

Source: https://www.mdpi.com/2079-9292/13/1/95
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3.) Deep Fake – Learning Method

Source: https://www.mdpi.com/2079-9292/13/1/95
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4.) Conclusion

We explained what XAI is and why it is 
used for machine learning analysis. 
How data bias can results in 
unexpected model behavior, including 
discrimination. Furthermore, we shoed 
how deply various machine learning 
models are employed in Cybersecurity 
attacks such as Malware, Spam, Botnet, 
Fraud, Phishing, DGA and Network 
Intrusion. We closed with the 
importance of Deep Fake detection as 
an upcoming problem, which is now 
here.

Dr. Lars Ruddigkeit

https://www.linkedin.com/in/drlr1/

https://www.linkedin.com/groups/4484376/

https://www.linkedin.com/groups/4968244/
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Evolution of interest

Deep Learning Search interest over time XAI Search interest over time



19Source: https://learn.microsoft.com/de-de/azure/machine-learning/how-to-machine-learning-interpretability?view=azureml-api-2
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